AGATRS Release 2.0
EXECUTIVE SUMMARY

The AGATRS Release 2.0 is a functionality upgrade that addresses requirements for the AGATRS user community. These upgrades will include enhancements to new user registration, user login, and application security.
AGATRS RELEASE 2.0
The AGATRS Release 2.0 contains the following applications enhancements:
User Registration

· Requires official approval for AGATRS users to access the AGATRS application
Common Access Card (CAC) Login
· Ability to use your CAC card to login to the AGATRS application
· Requires one time CAC registration
Increased Security Measures
· User Login
· Password Rules
· A minimum of fifteen (15) characters*
· Include at least one uppercase alphabetic character
· Include at least one lowercase alphabetic character
· Include at least one non-alphanumeric (special) character
· Additional Password Rules
· Passwords not changeable by users other than an administrator or the individual user
· Passwords are changeable by an administrator at anytime 
· Change/Reset an existing Password
· Different from the previous 10 passwords used
· Changeable by the associated user only once in a 24 hour period
· Users will be forced to reset their password after 60 days
· Account Lock out scenarios
· Three (3) consecutive invalid login attempts during a 20 minute period
Two (2) unsuccessful login attempt cycles attempt cycles during a 60 minute period

· Idle Time Logoff
· The AGATRS system will terminate users session and logoff the application after 20 minutes of idle time
HELP AND TRAINING
· Help and Training slides will be posted under “Headlines and Notifications” on the AGATRS login screen
· For additional information, please contact BTA-IRAQ-FEEDBACK@bta.mil
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