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Introduction
The JCCS / 3in1 Tool system consists of three entities which must communicate with each other:
 (
3in1 Tool
JCCS Workstation
JCCS Prime
(Server)
Client
endpoint
Server
endpoint
)
All communications are by SOAP calls.
As can be seen in the diagram, there are three communication links:
	Connection from...
	
	to...
	Link / connection type

	3in1 Tool
	→
	JCCS workstation
	Local cable (Ethernet, USB)

	3in1 Tool
	→
	JCCS Prime (server)
	Internet (GSM, ISP, etc)

	JCCS Workstation
	→
	JCCS Prime (server)
	Internet



For each of these three link communication types, there are three critical questions:
· How are the data encrypted, to prevent interception?
· How does the server endpoint authenticate the client?
· How does the client endpoint authenticate the server?
Which technology options are available?
It would be possible to provide these encryption and authentication capabilities at two layers:
· At the transport layer, meaning SSL
· At the application layer, meaning wrapping the SOAP XML inside an encrypted block, and then sending that as normal unencrypted HTTP
The transport layer option is the only practical option, due to the well-established and thoroughly tested security of the SSL protocol (TLS version 1.1 or later).  Implementing an application-layer equivalent to SSL's proven and validated security would be infeasible.
Requirements to establish an SSL session
SSL can provide link encryption, server authentication, client authentication, or a combination of the these factors.  To provide these capabilities, SSL's requirements are described in this table:
	Capability desired
	Server endpoint requirement
	Client endpoint requirement

	Data encryption[footnoteRef:1] [1: 	SSL's encryption also provides data integrity, meaning the message cannot be altered, and it prevents replays.] 

	A certificate, self-signed or CA-signed
	None

	Server authentication[footnoteRef:2] [2: 	Server authentication means the client is able to determine it is communicating with an authorized server, and not a fake or malicious server.] 

	A certificate, signed by a server CA
	The server CA's certificate

	Client authentication[footnoteRef:3] [3: 	Client authentication means the server is able to determine it is communicating with an authorized client, and not a fake or malicious client] 

	The client CA's certificate
	A certificate signed by the client CA



In this table we have referred to a server CA and a client CA.  These CAs could be any CA, and they could be the same CA.  All that matter is the CA's certificate must be stored in the relevant trust store, during configuration.
Possible CAs are:
· Established DoD certificate authorities
· Established commercial CAs
· A newly-established, accredited CA
· A special-purpose CA, not accredited
Links and SSL requirements and options
Given the tables above, we can analyze the requirements and options for each of the links:
3in1 Tool → JCCS workstation
The 3in1 Tool uses this link to transfer ordering information into the JCCS system.  This link is also used to transfer other accounting data, such as cash transfer records (disbursements).
The link also is used to send administrative commands from JCCS to the 3in1 Tool.  These commands include operations such as adding or removing a Field Ordering Officer, enabling or disabling the device, etc.
If the 3in1 Tool is unable to authenticate the server, it would be possible to send unauthorized administrative commands.  Even worse, an adversary who acquired a 3in1 Tool device, and who knew the SOAP protocol, would be able to extract stored orders and other data from the device.
If the JCCS workstation is unable to authenticate the client, then JCCS workstation would accept order information from unauthorized devices.  However, this risk is minimal; the 3in1 Tool is connected to the workstation over a single cable, so they are in the same location.  Users would not connect some unauthorized or unknown device.  Likewise, encryption isn't essential, because the connection is over a physically short and secure cable.  However, it is unusual to use an SSL connection without encryption.
Therefore, for 3in1 Tool → Workstation communications, the most essential feature is a client certificate.  Using this certificate requires a client CA, which is installed in the workstation's trust store.
3in1 Tool → JCCS Prime
Communication from 3in1 Tool to JCCS Prime convey the same information as to the workstation.
The difference is that the communication occurs over the Internet.  This could be over a GSM network connection, or over Ethernet through an ISP, or over a DoD network.  These networks will often be ordinary public networks, with no special security or authentication.  Some of these networks may be controlled by hostile operators; imagine FOOs using a GSM service in a country which is not firmly allied with the United States.
Therefore, we cannot rely on a short physical cable for authentication of the endpoints, as we could in 3in1 Tool → JCCS Workstation.
To provide authentication in this situation, both client and server certificates must be used.
JCCS Workstation → JCCS Prime
This communication scenario is similar to 3in1 Tool → JCCS prime.
Both client and server certificates must be used, because mutual authentication is required.
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