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Introduction
 Civilian Arming Authorization Management System (CAAMS) 

 An automated, web-based solution 
 Processes the submission, review, approval, and compliance management of 

arming requests for contractors in Theater

 CAAMS is a resident application on the secure Joint Contingency and 
Expeditionary Services (JCXS) web-based platform

 Stakeholder
 Armed Contractor Oversight Directorate (ACOD)

 MISSION: To evaluate, provide legal review, and advise on Exception to 
Policy (ETP) arming requests for DoD contractors, and to track arming 
authorizations and Serious Incident Reports related to armed civilians and 
contractors. 
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Functionalities and Benefits
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Ensures authorization and 
issuance comply with 

USFOR-A FRAGO 16-143 
Arming Procedures for 
DoD Contractors & C-

JTSCC HCA Bulletin 14-01, 
Arming of Department of 

DoD Contractors and 
Subcontractors in 

Afghanistan

Streamlined, 
Automated 

Arming 
Authorization 

Process

Supports Post-
Award phase 

of Contingency 
Acquisition 

Process

Provides 
Metrics on 

Arming 
Census and 
Compliance

Arming Roster 
Snapshot

Enable 
External DoD 

Agencies 
Usage of 

Arming Data

Increases 
Auditability and 
Accountability

Supports 
Phase II and 

Phase III of the 
OCS Process 



BUSINESS PROCESS MAP
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Civilian Arming Authorization Management Process using CAAMS Application
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Non-US Citizens only

Start
1. Select contract in 

CAAMS
2. Select employees 

to be armed
4. Upload arming 

packet documents

3. Select arming 
type/weapon and 
select “Update” 

button

5. Perform biometric 
screening

6. Upload digitally signed 
biometric verification 

(BV) letter into CAAMS 
for selected employees

7. Perform Quality 
Control to verify 

employee 
documents

8. ACOD QC

9. Perform Legal 
Review (LR)

10. Select 
Complete 

button?

11. Rejected 
requests move to 

the Hold/Rejection 
queue until resolved 

by Contractor

No

12. Generate LR 
letterYes

13. Sign and upload 
LR letter to CAAMS

14. Select LR 
records and 

generate AAL

15. General signs 
AAL (outside of 

CAAMS)

AAL
LR letter

DD Form 2760
Weapons Qualifications
LOAC/RUF
Liability Statement
Background Investigation 
RO Memo
Summary

16. ACOD uploads 
signed AAL to 

CAAMS

17. Signed AAL 
attached to user 

records
End

BV Letter



Process Steps 1-4

• New contractor employees are entered in CAAMS. 

• The Contract Officer’s Representative (COR) or Contractor uploads their arming packet 
documents. 

• Selecting the security (arming) type and weapon initiates the arming request in CAAMS.
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Process Steps 5-8

• ACOD or the COR reviews and approves individuals at each stage, to move them to the 
next stage in the process

• Biometric Verification (BV) 
• Quality Control (QC) of documents
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Process Steps 9-17
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• Legal Review (LR) results in LR letter

• Arming Authorization Letter (AAL) is generated and signed by General, then uploaded into 
CAAMS by ACOD

• Signed AALs are attached to user records



CAAMS User Guide Menu
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Requesting an Account

KO/COR Guide

Vendor Guide



REGISTERING IN JCXS
CAAMS User Guide
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1. Government Users Login Button
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1. Go to https://www.jccs.gov/jccscoe/ & Select the 
GOVT USERS LOGIN button

Presenter
Presentation Notes
Government users access JCXS applications using the GOVT USERS LOGIN button.



2. Register New Account
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2. Scroll down to Profile 
Manager and select the 

Launch button

Presenter
Presentation Notes
By registering once to obtain a new account through the Common Operating Environment (COE), you can gain access to multiple JCXS applications.



3. User Registration
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3. Select the Register New 
User link



4. User Registration 
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Passwords must be at least 15 
characters; at least 1 number and 1 

special character ; 1 lower and 1 
upper case letter

Select Next to proceed to the next 
page

Rotation Date is mandatory for  
Service Members



User Registration (cont)
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Create 3 security questions and 
answers, then select Next to 

proceed to the next page
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User Registration (cont)

Select your DOD certificate and 
then select Next
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User Registration (cont)

After reading these documents, 
mark the Yes checkboxes and 

select the Register button
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User Registration Submitted

Your account has been submitted for approval. 
Select “Yes, Request Application Roles” to 

continue.



Application Role Request
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From the Application dropdown, 
select CAAMS



Application Role Request
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1. Select your role from the list 
provided

2. Select the Add Request button



Application Role Request

22

1. Notice the requested role now 
shows in the Pending Requests 

queue

2. Press Done



Application Role Request

 After submitting your role, submit a Helpdesk 
Ticket with the contract information you need 
access to;
 Contract Number(s)
 KO Name
 KO Email

 Upon approval from the KO, you will have 
access to CAAMS and the requested contract 
information
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REQUESTING AN ACCOUNT 
(ALTERNATE) 

CAAMS User Guide
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1. Government Users Login Button
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1. Go to https://www.jccs.gov/jccscoe/ and select the 
GOVT USERS LOGIN button

Presenter
Presentation Notes
CAAMS users access JCXS applications using the GOVT USERS LOGIN button.



2. Profile Manager
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2. Select the Profile Manager Launch button 
to request CAAMS role



3. JCXS User Profile Manager
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3. Select Role Information to see current 
roles and to request new roles



4. Request Role
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4. Select Request Role

This page shows 
Approved Roles for  

Current Applications as 
well as Requests that are 

waiting for approval



5. Roles List
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6. Make your selection from the Roles 
List

5. Select CAAMS



6. Role Request
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7. Your request will show in the 
Current Role Requests que 



7. Saving CAC Certificate 
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7. Go to Security Information to sync 
your CAC to your JCXS account and 

CAAMS role



Saving CAC Certificate 
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8. Verify the information in the 
Certificate box and select Save 

Certificate 



8. Role Request: Helpdesk

 9. Submit a new HelpDesk ticket with the 
following information:
- your name and email address
- your CAAMS role
- the contract number to associate to your role
- the name and email address of your KO 

and/or COR
 This information will be forwarded to ACOD for 

review; upon approval, the HelpDesk staff will 
associate the contract to your role; at that point 
in time you will have access to the contract data.
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Menu Continue to Training



ACCESSING CAAMS

CAAMS User Guide
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1. Government Users Login Button
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1. Go to https://www.jccs.gov/jccscoe/ and select the 
GOVT USERS LOGIN button

Presenter
Presentation Notes
CAAMS users access JCXS applications using the GOVT USERS LOGIN button.



3. Launch the Application

2. Launch your application
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HOME MENU
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Welcome to the Dashboard
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Presenter
Presentation Notes
Users will access the role-based dashboard once logged in. The dashboard aggregates relevant time-sensitive information for the user. Follow the links or utilize the menu to navigate from the page.  



Home Page
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Important CAAMS 
Announcements will 

show here.

The New document Library feature on the 
site home page allows users to view all 

required documents for pursuing an Arming 
request 

Presenter
Presentation Notes
Welcome to the CAAMS Homepage. Here you can navigate to quick links, user guides, and useful arming authorization documents



Home Menu: About
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Home Menu: FAQ
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FAQs have been categorized 
for easier navigation 



Helpdesk & Feedback Ticket
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For helpdesk issues, complete the 
requested fields, include your username, 

and submit the ticket.



ADDING A NEW PERSON
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Process Master List: Add Person
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When adding a new person for submission, 
complete all fields and submit the person for 

arming. 

Presenter
Presentation Notes
Required fields are indicated with a red asterisk (*)
NOTE: The CAAMS header has been changed; the menu options will show on the left side of the screen under the JCXS logo



Process Master List: Duplicate Entries
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If the information entered for a new record 
already exists in the system, you will be 

prompted to contact ACOD. If no match is found, 
the record is added to the database.  

Presenter
Presentation Notes
An email with the First Name, Middle name (if available), Last Name, Passport/Taskera/NIN, Citizenship, and Contract number of the contractor being added to the system must be sent to ACOD for verification. usfora.acod.org@afghan.swa.army.mil 



PROCESS MASTER 
LIST/CONTRACTORS MENU
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Process Master List
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Presenter
Presentation Notes
The Process Master List is used to navigate through the various phases of the arming package lifecycle. Revert back to this page to find an individual each time a contractor is moved to the next phase. 



Process Master List
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If contracts do not appear, submit a 
helpdesk ticket, including the 

contract numbers needed.  The 
Helpdesk team will be forward your 

request to ACOD for approval.

There are three main reasons why the Process master list may be empty

• There are no individuals who have been assigned to the contract. Once an 
individual has been added  to a contract, the contract will appear in the Process 
Master List

• The contract has “expired” in CAAMS; the Contract End Date needs to be updated

• The user’s role has not been associated with the contract number 



Process Master List
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Highlighted numbers in each step 
forwards you to a detailed screen, 
displaying the personnel’s records 

included in that step.

The Process Master List 
shows the various phases of 
the arming package lifecycle 
(New, Hold, BV, QC, ACOD 
QC, LR,  AAL, & Complete)

Presenter
Presentation Notes
The Process Master List is used to navigate through the various phases of the arming package lifecycle. Revert back to this page to find an individual each time a contractor is moved to the next phase. 



Process Master List Details
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The Following table describes the data columns displayed on the screen 

Column Name Description

#In-Process The number of arming requests entered in CAAMS per contract

New The number of people added to CAAMS who have not started the arming 
authorization process and number of people undergoing AAL Renewal 
Process

Hold Requests that have been put on hold by ACOD for further review or to return 
back to KO/COR

BV The number of requests in the Biometric Verification stage of the 
authorization process

QC The number of requests in the Quality Control stage of the authorization 
process

ACOD QC The number of requests in the ACOD Quality Control stage of the 
authorization process

LR The number of requests in the Legal Review stage of the authorization 
process

AAL The number of AALs (Arming Authorization Letter) ready to be generated and 
sent to the Authorization Authority for signature

Complete The number of requests that have finished all stages of the authorization
process



Process Master List
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1. Select the appropriate contract 
number and click on the highlighted 
number in the “In-Process” column.



Process Master List (# In Process)
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2. To update the records, click “Edit”.

Note: Edits to the personnel records 
can be done during the New, BV, Hold, 

or QC Queue.

Presenter
Presentation Notes
The Armed checkbox is checked, when the person has successfully completed the AAL process.  The “Confirmed” section will display the date the package was confirmed completed. Edits cannot be done when an individual is in ACOD’s queue.
The “Warning” Message will show for all contracts that will expire in less than 30 days. If a contract were to be extended, the KO/COR can edit the information. It can also be done by submitting a helpdesk ticket



Process Master List
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4. Add Weapon Type and enter 
Quals. Expiration Date. Click 

“Update”.

Note: After editing these sections, “Save 
Changes” and/or “Update” must be 

clicked; if not, the information entered 
and selected will NOT be saved.  

The arming process doesn’t begin until the 
Security Type (Self Defense/Armed Security) is 

selected. 

3. Select a Security Type 

Presenter
Presentation Notes
The arming process begins once the Security Type (Self Defense, Armed Security, or Both) has been selected.



Process Master List
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5. To upload a document, click 
“Add”.

Presenter
Presentation Notes
This page can be accessed by selecting the “In Process” or “New” column of the Process Master List.
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6. Select the file type.

7. Select the document to upload 
and click “Upload”.

Process Master List



Document Deletion
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9. To Delete an uploaded 
document, go to the specified  
document and click ”Delete”.

Note: Vendors are now able to add or edit 
the GUID and Passport/Taskera Number 
fields after submission to the BV or COR 

QC stage.

8. To view an uploaded document, 
click the file name listed in the 

“Document” column.

Presenter
Presentation Notes
Note: Documents cannot be deleted once an AAL is assigned. 



Qualification Deletion
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10. To delete an uploaded Qual, 
click “Delete” in the file row 

corresponding to the desired 
deleted Weapon Qualification.

Jones

Mary

123456

123456

123456



Qualification Deletion
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11. Click “Delete”.



Qualification Update
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Jones
Mary

123456 123456

123456

12. To update a qual., click “Update 
Qual.” in the file row.



Qualification Update
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13. Enter the requested 
Qualification Expiration data 

and click “Update”. 



ROLE-BASED DASHBOARD
CAAMS User Guide
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Role-Based Dashboard
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Navigate to the Dashboard from the 
Contractors dropdown menu; the 

static number will show how many 
items need updating 

1. Select hyperlink

Presenter
Presentation Notes
The role-based dashboard was designed to help KOs, CORs, and Vendors quickly identify and address relevant items including expiring/expired items, status changes, and updated memos. Use the number hyperlinks within each column to navigate to individuals who require the specified action. Use the contract hyperlink to be directed to the Process Master List detail page for that contract.



Role-Based Dashboard
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2. Select Edit

Presenter
Presentation Notes
This page shows the list of individuals on contract #FA8620-11-G-4020-0134 who have expired weapons qualifications



Role-Based Dashboard
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3. Select Update Qual. To 
update the expired date



Role-Based Dashboard
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The number in the dashboard 
column has been updated from 6 
to 5 after making the necessary 

changes

Bobby Manning’s status has 
been updated and displayed 

in the records table



Role-Based Dashboard
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END OF GUIDE
CAAMS User Guide
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For More Information or to Receive Training on CAAMS, 
contact Raquel Davis via email at Raquel.Davis.ctr@dla.milMenu
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